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What is trust in digital government?

Trust – level of confidence of citizens and businesses that digital government services

are reliable, secure, transparent and fair.

Transparency – ensuring people know how their data is used, who has access, and how

decisions are made.
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Why are people afraid to use digital 
government services?
• Fear of Mistakes

• Low Trust in Security and Data Privacy

• Complex Systems

• Bad Past Experiences

• Digital Divide

• Fear of No Support

• Language & Accessibility Barriers
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Personal data processing principles

* Regulation (EU) 2016/679, General Data Protection 
Regulation, Article 5



e-Governance Conference / Tallinn / 28–29 May 2025 / #egov2025

Digital government architecture
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How is personal data access monitoring 
organized in Ukraine?

The Personal Data Access Monitoring Subsystem (PDAMS) 

is a component designed to record and store information about the facts of personal data 
transfers by data exchange subjects within the "Trembita" system. It accumulates this 
data and ensures that personal data subjects are informed about each transfer.

PDAMS is the part of the Ukrainian interoperability system “Trembita”. 

PDAMS was created based on the UXP Access Tracker product.
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Personal data access monitoring subsystem
architecture 
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Simplified Personal data access monitoring 
subsystem architecture 
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Personal data access monitoring subsystem 
GDPR principles coverage 

GDPR main 
principles

Purpose 
limitations

Data must only be used 
for the specific reason 
it was collected — no 

hidden agendas

Purpose control 
mechanism in PDAMS

Data access attempt 
Purpose is visible
to the citizens via 

DIIA App

Data 
minimization

Only collect what is strictly 
needed — no more, no 
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List of requested 
personal data is visible
to the citizens via DIIA 

App

Accountability

Authorities must prove 
that all these principles 

are respected — through 
documentation, audits, 

and training

Data protection 
officer interface

Integrity and 
confidentiality

Protect data with 
appropriate security 

measures — digital and 
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Secure data 
exchange using the 

Trembita system and 
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Storage 
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Accuracy

Inaccurate data can harm 
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corrected or deleted 
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What information about the facts of access 
to personal data is recorded?
• Request identifier

• Date and time of personal data request

• Identifier of an individual whose personal data was accessed

• Information on Information system (register) and it’s owner

• Information on organization that requested related personal data

• List of requested personal data

• Purpose and reasons of personal data access
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Who has access to the information captured 
by the PDAMS?

Citizens using

Data Protection Officer 
using PDAMS Local 

component interface
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The interface of the Data Protection Officer 
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Organizational things for personal data 
protection in Trembita system

In order to formalize the data volume involved in the exchange in the Trembita system 
and to ensure compliance with the data minimization principle, an information exchange 
agreement is concluded. 

This agreement includes information on:

Legal entities 
involved to 

data exchange

Legal grounds 
of data 

exchange

Electronic 
information 
resources

APIs (with a 
scope)

Personal data 
access 

purpose (s)
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Overview of the personal data protection 
mechanisms in Trembita system
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Overview of the personal data protection 
mechanisms in Trembita system
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Overview of the personal data protection 
mechanisms in Trembita system
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Overview of the personal data protection 
mechanisms in Trembita system
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